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. Introduction e
N

1.1. Problem Statement

Imagine a retired teacher grappling with the shock of fraudulent loans taken in her name, a
teenager facing the crushing toll of cyberstalking, or a small business owner watching their hard-
earned savings vanish from a hacked UPI account. These are not isolated incidents—they are part of
an alarming trend that touches every corner of our country, from bustling cities to rural villages.
With over 900 million digital nagriks connected to the internet’, these incidents are increasingly
affecting individuals across the country, manifesting in the following ways:

Financial Frauds

In early 2024, Indians lost 1,750 crore to cyber fraud, with 2120.3 crore from
“digital arrest” scams?2. The National Cybercrime Reporting Portal received 7.4
lakh complaints, mostly related to online investment fraud, gaming apps, and
algorithm manipulation. By May 2024, daily complaints averaged 7,000, with 85%
involving financial fraud.

India Leads in CSAM Reports in 2022

e India received 5,675,324 reports from the NCMEC CyberTipline in 2022, the

highest globally?.
Of the 32 million global reports on child sexual abuse material (CSAM), 5.6

million were uploaded by perpetrators based in India.*

Technology-Facilitated Abuse Against Women on the Rise

e Tech-facilitated abuse against women rose 11% in 2022°
e Maharashtra reported the most online stalking and bullying cases in 20226
e Crimes included NCII, blackmail, defamation, morphing, and fake profiles.

Extortion Scams

o WFH and part-time job scams topped cybercrime reports in 2023/
e lllegal lending apps ranked second, exploiting users with hidden fees and

blackmail.
e Sextortion cases, often underreported, reached 19,000 in 2023.

Massive Data Breach Exposes Personal Information

India ranked 5th globally for the most breached countries in 2023, with 5.3
million leaked accounts®
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The Ripple Effects Threaten Both Individual Safety
and National Security

— €5,574 Crores

Cybersecurity Crisis: Bomb Threats Disrupting Schools

3,201 attacks per week

373 Hacking Incidents

Breaches in Healthcare Systems

A Member of Parliament is well placed to address challenges at the intersection of legislative reform
and community engagement. Constituents look to their representatives not only for the enactment
of legislation but also for visionary leadership in navigating the evolving digital landscape. Whether
it involves combating cyber fraud, protecting vulnerable populations, or ensuring the responsible
adoption of digital technologies, the insights and actions of an MP play a pivotal role in shaping
India’s path toward a secure and inclusive digital economy.

Cyber incidents are not confined to individuals; their consequences ripple
across sectors, eroding trust, disrupting operations, and threatening

national security
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1.2. Why Prioritise Cyber Safety

CONSTITUENT SAFETY

Cybercrime affects the mental health, privacy, and financial
security of citizens.

IMPROVING PUBLIC TRUST IN TECHNOLOGY

Cyber safety becomes key to maintaining public trust in

technology and promoting responsible use of digital platforms.

BROADER SOCIAL AND ECONOMIC IMPLICATIONS

Unsafe digital environments discourage citizens from engaging in
online platforms, slowing economic growth in critical areas like e-
commerce, digital banking, and education, particularly in rural
and underserved areas.

1.3. Purpose of the Handbook

This handbook has been thoughtfully designed to assist esteemed Parliamentarians in navigating the
complexities of online safety. It offers actionable strategies and real-world examples on utilising
Parliamentary Interventions and Civic Engagement Mechanisms to facilitate discussions on online safety,
both within Parliament and in your respective constituencies and tackle vital issues such as technology-
facilitated gender violence (TFGBV), financial scams, the digital literacy gap, and the infrastructural

divide, among others.
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1.4. How to Use It

This handbook is intended to serve as a resource that Parliamentarians can refer to as they address
pressing online safety concerns in their legislative work and constituency outreach efforts.

For new Parliamentarians For seasoned lawmakers

It offers a foundational understanding of It serves as a reflective guide, offering
cyber threats and provides tools for drafting insights to refine and strengthen ongoing
informed policies to enhance online safety. efforts in combating digital challenges.

It is not necessary to go through the document in a linear fashion. Instead, Parliamentarians are
encouraged to focus on the sections most relevant to their immediate needs or areas of interest. The
handbook is structured into key sections that include:

¢ Understanding Legal Framework and Policies on Cyber Safety: A comprehensive overview of the
essential legal frameworks and opportunities for actions surrounding cyber safety.

¢ Leveraging Parliamentary Interventions: Guidance on using parliamentary devices such as Private
Member Bills, Question Hour, and Zero Hour to raise and address urgent cyber safety issues.

¢ Civic Engagement and Participation Opportunities: Practical approaches to engage constituents
and raise awadreness about online safety concerns, fostering a safer digital environment in

communities.

Each section is enriched with real-world examples, offering Parliamentarians a valuable repository of
solutions that have worked in other contexts, inspiring actionable and impactful efforts in their
constituencies.
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As representatives of the people, Members of Parliament have a critical role in ensuring a safe, inclusive, and

equitable digital environment. Below are key areas to consider for fostering cyber safety and empowering
constituents in the digital age:

Access: Ensuring Equitable Technology Access for All

e Consider supporting initiatives that address the digital divide and the denial of technology

as a form of violence, particularly for marginalised groups, including women and gender
minorities.

e Explore opportunities to establish public Wi-Fi zones or digital resource centres to provide
equitable access, particularly during crises or emergencies.

®@0Q

Prevention: Shaping Societal Norms for Safer Digital Spaces

e Support campaigns that promote awareness about gender-based stereotypes and
encourage respectful behaviour online.

1o

e Collaborate with schools, NGOs, and community organisations to integrate digital literacy
and online safety education, fostering healthier perceptions of technology use.

3

P2
2
Early Intervention: Empowering Communities to Address Risks

e Promote targeted programs for vulnerable groups, including women and children, such as
digital literacy workshops to help them identify and report online threats.

e Encourage tech companies to adopt safety-by-design measures, such as abuse detection

% tools and privacy settings tailored to these groups, providing early protection against cyber
b risks.
—

Response and Redressal: Strengthening Support Mechanisms

2
Co

e Support for accessible and confidential mechanisms for reporting cybercrimes, ensuring
victims feel safe and supported.

e Work towards improving the responsiveness of legal systems to provide timely justice and
resolution for victims of online abuse. ﬁ

Recovery and Healing: Supporting Survivors in Rebuilding Confidence

e Facilitate access to counselling and mental health services for survivors of cyber abuse to
support their recovery journey.

e Encourage partnerships and funding for local organisations to provide comprehensive care
and empowerment programs for survivors.

006

Research: Promoting Data-Driven Solutions for Cyber Threats

e Encourage research initiatives that collect and analyse data on online abuse to better
understand its patterns and impacts.

e Support the use of this data to inform targeted strategies and policymaking, addressing
the specific needs of vulnerable groups.

PAGE | 5
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1.6. How to Select and Implement Parliamentary
Devices and Civic Engagement Mechanisms

Choosing and prioritising the right parliamentary devices and civic engagement mechanisms is essential
for addressing the complexities of cyber threats. Here is a step-by-step approach that MPs can use to
choose and implement these devices and mechanisms strategically.

SET GOALS

IDENTIFY PRIORITIES
Determine whether the goal is
Begin by identifying the most awareness, policy reform, capacity
pressing cyber safety-related building, crisis response, or specific
challenges in your constituency or outcomes such as reducing online
region. fraud or running digital literacy
campaigns.

CHOOSE YOUR DEVICES OR
MECHANISMS ENGAGE WITH
STAKEHOLDERS

Match parliamentary devices and/or civic

mechanisms to the scope and goals. Engage early on with other MPs, government

agencies, companies, and CSOs to refine
your selected mechanisms and support
implementation.

ALIGN WITH LONG-TERM GOALS
AND EVALUATE

Choose devices that support larger legislative goals (e.g, digital literacy) and
community goals (e.g., cyber resilience) and monitor the outcomes to improve

effectiveness.

PAGE | 6



. Legal Framework and
Policies for Cyber Safety

N

India's policy landscape for technology is undergoing a dynamic transformation, particularly in cyber
safety and digital access. Flagship initiatives like Digital India and BharatNet have expanded internet

connectivity to millions, bridging the digital divide. However, ensuring robust cybersecurity and equitable
access remains critical.

The Digital Personal Data Protection Act, 2023 is a key step in safeguarding user data, but its
operationalisation depends on robust rules. The proposed Digital India Act aims™ to replace the
Information Technology Act, 2000,° addressing challenges like misinformation, intermediary liability, and
platform accountability. Similarly, the National Cybersecurity Policy "and National IT Policy,’® both over a
decade old, require updates to combat advanced threats and align with emerging technologies.

Efforts to establish an Al Safety Institute underscore the government's focus on ethical Al development as
part of the India Al mission.”® Regulatory frameworks for online gaming and IT Rules are also evolving to
tackle harms like addiction, harmful content and cyber frauds.2°

Parliamentarians are actively shaping India’'s digital governance through various interventions and
initiatives. As online challenges grow more complex, their role in addressing existing gaps and emerging
issues becomes increasingly important. Through strategic legislative reforms and community

engagement, MPs can drive meaningful and lasting change for both their constituents and the broader
digital ecosystem.
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MINISTRY OF LAW, JUSTICE AND COMPANY , o 3
AFFAIRS (Legislative Department) _ Ny
New Delhi, the 9th June, 2000/Jyaistha 19, 1922 (Saka) . :
The following Act of Parliament received the assent of the President on the 9th
June, 2000, and is hereby published for general information:—
THE INFORMATION TECHNOLOGY ACT, 2000
(No. 21 OF 2000)

9th June, 2000

1. Information Technology (IT) Act, 2000 and IT Rules, 2021

The IT Act, 2000 and IT Rules, 2021 address critical aspects of electronic communication, cybercrime,
digital content regulation, platform accountability, privacy, and user protection. Their overarching
goal is to safeguard users while fostering a regulated online ecosystem. Opportunities for

improvement include:

Empowering Law Enforcement

Tackling Emerging Harms

&

Support funding for capacity-building

Focus on legislative and policy considerations for

)
/ ﬁ addressing new-age harms, such as Al- programs that include gender-responsive
;J/ generated NCIl and CSEAM. training for law enforcement to enhance
response mechanisms.

MINISTRY OF LAW AND JUSTICE

(Legislative Department) ‘
Now Delhi, the 25ch Docomber, 2023/ Pousha 4, 1945 (Saka) y .
[ 4

THE BHARATIYA NYAYA SANHITA, 2023

No. 45 oF 2023

2. Bharatiya Nyaya Sanhita (BNS), 2023

The Bharatiya Nyaya Sanhita (BNS) replaces the Indian Penal Code, aiming to reform the criminal
justice system to align with contemporary crime trends. However, despite this reform, it falls short of
addressing modern digital crimes due to the absence of clear definitions for cybercrimes and the

lack of inclusivity. Opportunities for improvement include:

i i T — Provisions Addressing Sexual Violence
Community Education Initiatives Against Men and Trans Persons

Focus on policy considerations for the inclusion
of provisions to explicitly address sexual
violence against adult men and trans persons in
the BNS.

Promote collaboration between community
organisations and law enforcement to implement
localised safety awareness programs that
educate all genders on the risks of technology-
facilitated violence.
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MINISTRY OF LAW AND JUSTICE
(Legislative Department)
\ New Delhi, the | 1th August, 2023/Sravana 20, 1945 (Saka)

THE DIGITAL PERSONAL DATA PROTECTION ACT, 2023

(No. 22 or 2023)
[11 th Angust, 2023 ]

3. Digital Personal Data Protection Act (DPDPA), 2023

The DPDP Act establishes a framework for personal data processing, emphasising data accuracy,
security, and user rights. Opportunities for improvement include:

Raise Awareness

Collaborate with digital literacy NGOs to launch
awareness campaigns educating citizens about
their privacy rights under the DPDP Act.

Ensure Effective Implementation

Promote regular reviews and enhancements of
grievance redressal mechanisms to adapt to
the ever-evolving digital landscape.

MINISTRY OF LAW AND JUSTICE
(Legislative Department) -
New Deihbi, the 20th June, 2012/ vaistha 30, 1934 (Saka)

The following Act of Parliament received the assent of the President on the
19th June, 2012, and is hereby published for general information:—

THE PROTECTION OF CHILDREN FROM SEXUAL OFFENCES
ACT, 2012
[No. 32 0r 2012]

[19¢h June, 2012]

4. Protection of Children from Sexual Offences
(POCSO) Act, 2012

The POCSO Act criminalises exploitative content involving minors but requires updates to tackle
new-age threats. Opportunities for improvement include:

Modernise Terminology Drive School Campaigns

Adopt globally recognised terms like "Child Sexual
Exploitation and Abuse Material (CSEAM)" to align
with international standards and enhance legal
and policy coherence.

PAGE | 9

Partner with schools to develop age-appropr
online safety programs, emphasising early
interventions to protect children from online risks. |




tional Education
Policy 2020

Ministry of Human
Resource Development

5. National Education Policy (NEP), 2020

The NEP emphasises digital literacy to equip future generations with the tools for safe technology
navigation. Opportunities for improvement include:

Promote Cyber Safety Education Ensure Universal Access

S

<l
V7

Collaborate with rural development
organisations to deliver equitable digital
literacy programs, reaching underserved

communities effectively.

Incorporate cyber safety into school curricula,
leveraging cross-stakeholder collaboration to
desigh comprehensive and inclusive content.

Ministry of Communication and Information Technology /
Department of Electronics and Information Technology

Dated: p2July, 2013

6. National Cyber Security Policy, 2013

This policy serves as a framework for safeguarding India’s digital infrastructure but requires urgent
updates. Opportunities for improvement include:

Call for Reform Foster Multistakeholder Collaboration

oy

Engage tech companies, policymakers,
and NGOs in dialogues to inform and
implement effective reforms.

Advocate for updated frameworks that
incorporate contemporary threats like
ransomwadre and address nation-state-
sponsored cyberattacks.
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Il. Legislative Strategies and
Parliarmentary Devices

Effective legislative action is vital for addressing the growing challenges of cyber threats in India.
Parliomentarians are well-placed to drive these efforts by leveraging a range of parliamentary
devices to champion cyber safety reforms, hold the government accountable, and ensure robust

policy implementation.

GOVERNMENT OF INDIA
MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
LOK SABHA
STARRED QUESTION NO.*16
TO BE ANSWERED ON: 07.12.2022

CYBER CRIME AGAINST CHILDREN

*16. SHRIMATI RAJASHREE MALLICK:
DER. NISHIKANT DUBEY:

Will the Minister of Elecironics and Information Technology be pleased to siate:-

(a) whether cyber crimes againsi children have increased during the lasi two years and if so,

the details of the steps being taken by the Govemment to check the same; PA RL 'A MEN TA R Y
(b) the details of the steps taken by the Government to tackle several confidentiality related

risks to children like cyber threat and online harassment; and UE T’ N

(c) the details of various steps taken to check fake calls, fake messages, ete.?

GOVERNMENT OF INDIA
MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
LOK SABHA
UNSTARED QUESTION NO. 1416
P URP o s E TO BE ANSWERED ON: 31.07.2024
DEEPFAKE
- 1416, SHRI ANURAG SHARMA:
Members can ask Ministers about laws, SHRI BHARTRUHARI MAHTAB:
p0|iCieS, and issues foeCting their Will the Minister of Electronics and Information Technology be pleased to state:
constltuents, hOIdIng the gover‘nment (a) whether it is true that Deepfake videos are a threat to society and are on a rise;
accountable for cyber safety issues. (b) whether the Govemnment has any plan to counter deepfakes;

() whether the existing IT rules is capable of dealing with deepfakes;

(d) whether the Government has any plan to involve various Social Media websites/apps inthe|
process of developing a framework for preventing dissemination of deepfake videos, if so, thedetails)
thereof: and

() whether the Governmeni has any plan io bring legislation to identify, check deepfakes andalso to)
sensitise people o make them absiained from forwarding such videos/messages and ifso, the deiails
thereof?

MINIETRY OF HOME AFFAIRS

LOK SABHA
UNSTARRED QUESTION NO. 867

TO BE ANSWERED ON THE 6™ FEBRUARY 2024/ MAGHA 17, 1945 (SAKA)

CENTRES FOR PREVENTION OF CYBER CRIMES IMPACT

1667. SHRI SHANKAR LALWANI:
DR. BHARATIBEN DHIRUBHAI SHIYAL:

Will the Minister of HOME AFFAIRS be plaased to state : Parliamentary questions have driven
{a) whethor the Government has established proposed fo establish attention to concerns like child safety,

cantrod at regional levels in the country for the prevention of cyber crimes . i
o privacy, and platform accountability.?#223

{b) i 3o, the details of the such centres established or proposed to be
established;

(o) whather crimes through fake sites are increasing in the country; and

{d} if 5o, the details of the measures being taken by the Government to

PAGE | 11



ZERO HOUR

Title: Demand 10 develop an appropriate education system for children in the country.

SHRIMATI PRATIMA MONDAL (JAYNAGAR): Sir, education has always been affecied by persistent issues such as accessibility, continuity,
learning gaps, and gender-inequality, but all these hove been amplified due to the pandemic.

According to the hon. Education Minister himself, 15 crore children are out of the educational system in India. According to the Natianal
Right to Education Forum, 10 million girls are at risk of dropping out. This clearly implies that the efforts put in to educate girls will all go in vain.
Mow is the time to wke necessary action or else it will be ireversible.

Loss of income in the families has snatched away the opportunity of the girl child of the family. We should not wait for this to reflect in the
records and indexes, rather attention must be given to come up with a robust mechanism that will ensure that children are not deprived of their right
to education. More funds should be allocated for education, and ensure psycho-social well-being support to children who have lost their guardians.
Finuncial assistance must be coupled with proper care system that will look after the needs of children, which is necessary for their development.

Teachers must be trained o adapt to new normal environment of digital literacy, which brings me to the most crucial point, namely,
accessibility. Children must be provided with means of continuing their education far away from their classrooms. 1 would request the hon. Minisier
1o look into the matter sericusly because it is equivalent 1o a silent pandemic, which is engulfing our country. We need to educate and protect the

children of the nation. Thank vou, Sir.
Lok Sabha; 13 December 2021

Purpose

Members can raise urgent public issues Zero Hour discussions have sparked
without prior notice, ensuring immediate gwolrenesst th)d le‘fjtto th? ;
; P implementation of targeted programs
government attention on critical matters and regulatory reforms. =

like cybersecurity and digital safety.

Title : Cyber attack on AIIMS websites and measures to protect database.

ft frtor qroda (sviees w) ; s ReEE, fwelt # o W e T g st e Hyd de e &) w1 e S aeh
wAll W T T W g AR 6 e § i S EEE @ U ¥ TN 91 30 Taa B ARAr fafee SEae ar
Frridramam & wdt o # f # 6,000 A duwi sl e dfEn Hr ifEe g2 &, 9 e e €1 S Bftew aw i o
et A1 T AR TR 29 A faen Refeerems e €, 3 e S st 22 ¥ aga & s S T anw

HERH, B9 gaee uftons 7 Hi e a1 i ndt we A vee dvee fis un it Suur g2 o, soet dren o o e an, el
I W T T e W e B e o w6 w5 e g 1l A e § FHaeee § 3R e F 5HE W A a9 U
e 2t iy sl we i s g A W gl Feifd 2 enfee) e e 8- afv e @, 4949 48 vl 9 9w

AT

e wen g foa &t HaAm § 7 At & o ol 7 ol endt dewe R, At wRdr ween # e U 98 991 54T wE
B AT &1 Fafere S ATas wnaw & e & i & s ga wet ot e it aeid 23 o et ol i t durd € o, sadh

RreT 3 ToTe eesr o S 1 11 &, 36 9 T T 3 % e El

Lok Sabha; 9 December 2022
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CALLING
ATTENTION

Purpose

Members can direct a Minister’s This mechanism catalyses policy

attention to urgent issues, prompting discussions, raises awareness, and drives
immediate statements or follow-up the government’s focus toward critical
actions on matters like cybersecurity cybersecurity issues, leading to incremental
and digital safety. improvements in strategies.»
Calling Attention to ... [26 July, 2018] ... Public Importance 455

The House reassembled after lunch at two of the clock,

MR. CHAIRMAN in the Chair.
CALLING ATTENTION TO MATTER OF URGENT PUBLIC IMPORTANCE

MR. CHAIRMAN: Now, Calling Attention to Matter of Urgent Public Importance,
Shri V. Muraleedharan.

The misuse of social media platforms to spread rumours and fake news

leading to rising incidents of violence and lynching in the country

PAGE | 13



PRIVATE MEMBER
RESOLUTION

Purpose

Members can use this mechanism to These resolutions help bring critical
propose resolutions, formally request digital rights issues into the public
action or express opinions on key discourse, fostering scrutiny and
digital issues like access, privacy, or driving legislative changes to protect
free speech. citizens’ online freedoms.”

Regarding need to issue strong guidelines for curbing online financial frauds ? laid

SHRI RAHUL RAMESH SHEWALE (MUMBAI SOUTH-CENTRAL): The recent survey by FCRF, IIT Kanpur found that 23,000 crimes
happen a day and nearly 1,000 crimes an hour. Online financial fraud has accounted for 77.4% of the cybercrimes from January 2020 to June 2023,
Recently a young employee from automobile company demanded a home loan from his Bank and was shocked to know that he was not eligible as
he had poor CIBIL score. The bank told him that he had already taken loans worth Rs.5 lakh from various private banks and financial instilutions,
Fraudsters used his PAN details and his bank customer identification number to secure these loans. Fraudsters allegedly took out several financial
details and transactions through CIBIL report. Surprisingly, he never got intimation from any source regarding payment of loan instalments. The
police suspect fraudsters accessed victim's PAN card and bank identification number from the support documents and replaced someone else's
photo and availed loans. Due to this innocent people opting for PM Central Government Schemes of small loans are deprived of benefits. We need a
strong law 1o tackle these frauds and punish these criminals as they dupe hard eamed money of innocent people. Hence, 1 urge upon the Minister of
Finance 1o issue strong guidelines on the matter.

Lok Sabha; 7 December 2023

PAGE | 14



PRIVATE
wiiiiiiiiiiing MEMBERS’ BILL

AS ENTRODUCED [N THE Buya Sanma
oo 1M Ducesamioe 37003

Purpose

Billl Mo X of 2023
Members, who are not Ministers, can propose
new laws to address emerging online safety
THE RIGHT TO FREE INTERNET BILL, 2023 issues, such as deepfakes and digital
. harassment, by focusing on the legal and
B regulatory frameworks needed to combat
te pravide for free infermet access io afl the ofiizens in the couniry amd for matiers these threats

wannechéd herewith and incidemsal thereto,
Be it enscted by Parfismsent in the Seventy. fouh Year of the Republic of Indis as

1.4 This Act mary be called the Right to Free Intemet Act, 20X3, Shewrt tithe e
ceancreneel.

421 It alaall come: im0 force on sech date 21 the Centrald Govermment may, by poclication
5 inthe Official Gazesie, appaint.

2. I this Act, unbeis the costent eberwiie Fogeen— D fnitiomi.

fa} “appropriste Government™ means in case of a State, the Govemment of the
Seaie and in all athes cases, the Central Govemment;

The Right to Free Internet Bill

AS INTRODUCED IN LOK SABHA

These bills help shape legislative Bill No. 02 of 2024
responses to digital harms, driving -
comprehensive measures to safeguard THE NATIONAL YOUTH COMMISSION BILL, 2024

citizens and strengthen cybersecurity* .
¥

Surn Suma Unay Wion, M.,
A

BILL

i constitute a Touth Commission for the purpose of evolving ard implementing programmes
Jor educating and emp irg the h and fo funetion as protector of the rights of
etk and for matters connected therewith or incidental thereto,

IDENTIFY DRAFT SUPPORT INTRODUCE CHAMPION

Identify a gap in Research and Seek support Introduce the bill Push for the bill's
existing digital safety draft the bill from fellow MPs in the House consideration and passage
legislation through speeches, debates,

and community outreach.
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HOW TO ENGAGE WITH -
PARLIAMENTARY \\g\
=

o9

COMMITTEES . @
EFFECTIVELY ON ONLINE h 2 B
SAFETY

Rajya Sabha sets up panel to study issues
P u rpose related to online pornographic content

The group will be coordinated by Congress leader Jairam Ramesh.

Updsead - Dicambar 05, 2019 0714 pm IST - Kew Delhl

As part of a Parliamentary Committee,

Memb.er.s can engage in disf:USSionsf In December 2019, the Rajya Sabha Chairman
participate in policy decisions, and announced the formation of a l4-member informal
contribute to strengthening laws. group to address issues related to pornographic content

on the Internet and social media platforms. The informal
group was changed into an ad-hoc committee, which
aimed to engage with civil society groups and social
media companies to gather insights and develop

: AT 2
T recommendations for legislative action:

REPORT OF THE JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

(SEVENTEENTH LOK SABHA)
: Active participation in committees provides

access to expert insights and evidence-based
recommendations, which help refine policies and
drive legislative reforms.

Presented to Lok Sabha on t
Laid in Rajya Sabha on the

STANDING COMMITTEE ON
STANDING COMMITTEE ON COMMUNICATIONS AND

COMMUNICATIONS AND INFORMATION TEGHNOLOGY
U 4 INFORMATION TECHNOLOGY (2022-23)
5 4 i

SEVENTEENTH LOK SABHA

LOK SABHA

LOK SABHA SECRETARIAT
| NEW DELHI | MINISTRY OF EL RMATION
DECEMBER, 2021 / AGRAHAYANA 1943(SAKA) MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
CITIZENS’ DATA SECURITY AND PRIVACY
DIGITAL PAYMENT AND ONLINE SECURITY MEASURES FOR

DATA PROTECTION

The committee received 234 public FoRTY-SHTH REPORT
submissions, conducted 78 detailed —_—

sittings over 184 hours, and facilitated
consultations with ministries, industry
experts, and regulatory bodies, including

During the 17th Lok Sabha, the Committee on IT released
reports such as the Fifty-Fourth Report on Digital Payment

a study tour to Mumbai and Bengaluru and Online Security Measures for Data Protection and the
for direct engagement with data Forty-Eighth Report on Citizens' Data Security and Privacy.
centres and stakeholders, ensuring These reports  provided critical analysis and
robust deliberations on data privacy recommendations for strengthening data protection and
and protection. ? enhancing cybersecurity,measures.
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JOINING AND ENGAGING

o o o
] L L
[ ] L L

o [ [ J
Express interest in committees Participate in hearings, Work with fellow
related to technology, women discussions, and study members on
empowerment, or education. tours. bipartisan efforts.

WHAT TO DO AS A MEMBER

o o o

] L L

[ ] L L
L

L [ ]
Recommend in-depth Invite child safety NGOs, Scrutinise allocations for
reviews of existing online cybersecurity professionals, cybersecurity initiatives and
safety frameworks. and tech specialists. digital literacy programs.
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V. Civic Engagement and Participation

Mechanisms

Effective civic engagement is vital for promoting cyber safety at the grassroots level. Parliamentarians
are in a strong position to drive these initiatives, both individually and collaboratively, ensuring robust
protection for their constituents against online threats.

|.@., POLICY FEEDBACK FROM THE
COMMUNITY

- Business Standard

Over 70 eminent citizens write to MPs on Digi Personal
Data Protection Bill

Ovar 70 eminont citizens, including formor judgos, officors hovo writion fo LIPs to oxpress their concerm ogarding tho proposod
DPOPB, 2022

In their letter, citizens highlighted issues with the public consultation process and urged MPs to ensure an extended
consultation deadline and to advocate for a more accessible feedback mechanism, including offline submission options.

Purpose

MPs can gather public feedback on proposed
cyber safety laws to enhance transparency and
engagement with diverse stakeholders,
including industry experts, civil society, and
vulnerable communities.

THE TIMES OF INDIA

Joint Parliamentary Committee on Wagqf Bill to hold
discussion in Guwahati today

ANI [ Updabed: Nov 9, 2024, 10:37 IST

Using accessible online platforms, MPs can
increase citizen participation in policymaking,
ensuring laws are relevant and effective in
addressing digital privacy and security
concerns.

(75 ] (5] (] [roaow o )

Chaired by Shri Jagdambika Pal, the Committee held discussions as part of a study tour, covered five cities to examine the bill, and
conducted meetings with various stakeholders, including representatives from various bodies and minority organisations.*

Manish Tewari 000 Manish Tewari
@ManishTowor @MonishTewori

The arrast of @durov, tho founder of Telegram, In France
ralses serious issues of liability qua digital platform
owners for user generated content. Should @facebook,
@X, @instagram be subject to the same legal architecture
as Print & Broadcast Medla?

If not, where does their liability for content on their

platforms start and end? Can safe harbour rules be an
open ended indemnity for anything & everything that gots

posted on theso platforms?
QA

The news report portaining to the sexual assault on an
@airindin Crew Member in London Is very disturbing.
What makes it even more galling is that the Cabin Craw
had beon ropoatedly complaining about tha lock of
security in tho hotel in London, inndoquate lighting and
tho dork spaces.

The @IntnCompnnles owned @Alfndin chose to do
nothing about it & therefore, deliborately put the Cabin

Creow ot risk
@AM

Shri Manish Tewari regularly uses social media to engage with his constituents, address pressing issues, and foster meaningful public dialogue on
governance, law, and societal responsibility.”




COMMUNITY ENGAGEMENT AND
COLLABORATION WITH LOCAL
INSTITUTIONS

priyankac19 & The adjournments in the session continues, but
work doesn't. 1. Attended @ _Dialoguelndia and Core-Al's
Roundtable discussion on Al Governance Frameworks alongside
key stakehelders. Had a very ing discussion and
deliberation on concerns surrounding the governance of Artificial
Intelligence.

2. Had an engaging conversation with Resp. Senator Olivier Cadic
today, wha is on an India visit, we discussed furthering India-
France relations. Hope to see him in Mumbai soon.

3. Earlier this week attended Cequin and FES” women leadership
network launched by them. Wishing them success in this
endeavour and will continue to support every initiative that

| encourages women to be part of policy, politics and governance.

| ——

aparajiasarangl © Edlied - Gw
Today morning, we participated in the
Breast Cancer Awareness program
organized by Utkal Hospital and
oncouraged evoryons,

On this occasion, cinoma actor as woll
a5 Diga Pahandi MLA Shri
@sidhantmohapatra.officlal Al officers
were present in large number of viomen
and girls.

Smt. Aparajita Sarangi actively participated in a breast Smt. Priyanka Chaturvedi engaged with diverse stakeholders at local and
cancer awareness community event and collaborated international platforms, participating in discussions on Al governance, India-France
with local MLA Sidhant Mohapatra. She emphasised her relations, and women'’s leadership initiatives in policy and governance.*®

commitment to promoting health awareness and
engaging with the community on critical issues.®”

Purpose

MPs have the opportunity to raise awareness Effective community engagement allows MPs to
about online threats and promote cyber safety identify specific concerns, drive awareness, and
by engaging with local communities and empower vulnerable groups (such as women,
institutions through consultations, digital literacy children, and the elderly) with knowledge.

initiatives, and partnerships with NGOs.

@ priyankacid @

privankac19 On the occasion of auspicious Raksha Bandhan day |
g have written a letter to Honourable President Droupadi Murma ji,
== - asking her to expedite the assent to Maharashira Shakti Criminal
PRIVANKA CHATUSENIDY &
Mamber of PeSumom - s ke Law (Maharashira Amendment) Act, 2020, and the Special Court &
[ro— T Machinery for Implementation of Maharashira Shakti Criminal Law,
Pt iusten rorantn. 2020 which under the leadership of Uddhav Balasaheb Thackeray ji
T ey =Parstn o s e s o ol s ey e O e ; s
ek i 8 Lt T 11t 1 e ek e et was cleared in the stale assembly and has been awailing her assent
- ; '_: =t ever since. This would be the most fitling gift to the women of the
e e state and the nation on the occasion of Rakhi.
[ s

T ey @ g el b e B b sl e oo Wl R

ey e e e e

AR iy v e B v R i SERAR PV G S . . . .

Smt. Priyanka Chaturvedi wrote a letter to President Droupadi Murmu,
urging expedited assent to the Maharashtra Shakti Criminal Law

(Amendment) Act, 2020, and related provisions.*°

Hindustan Times o

Chandni Chowk MP Khandelwal
launches ‘jan chaupal’

Jun 12,2024 05:30 AM IST

Shri Praveen Khandelwal launched a series of public meetings called "Jan Chaupal”in June 2024, during which they
recorded over 80 complaints from the constituents.4°
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MEMBER OF PARLIAMENT LOCAL
AREA DEVELOPMENT SCHEME
(MPLADS)

Purpose

MPs can leverage MPLADS funds to enhance cyber literacy and digital infrastructure in their
constituencies. They can also collaborate with MLAs to improve local infrastructure and ensure the
effective implementation of both central schemes and local development projects.

By leveraging MPLADS, MPs can empower constituents with digital skills, enhance online safety, and foster

inclusive growth through improved connectivity and access to technology, particularly in underserved
areas.

K-YANS
TEACHING WITH
TECHNOLOGY

T

ol i

f ICT-

so e mbanerd edvcarion suiremes

MPs conceptualised the CoW (Computers on !
Wheels) initiative based on the “ICU on Wheels”
model, funded 100% of the capital costs for the
first three CoWs, and coordinated with
stakeholders for effective implementation.”

Wi-F1
MLA inaugurates internet connectivity in 13 villages
Upited - Decembad 0, 2016 0107 pra ST - Didars

MPLADS for chprehensive :
_Online Safety in Your Community
« What if a campaign were launched in

) i i Os to raise awareness
) collaboration with NG rais
about online threats like phishing and

cyberbullying?

« How about organising training sessions with local schools

and community centres?

tres for victims of
|d MPLADS-funded support cen r
3 gyc/)kl;ercrime be established to provide assistance and

resources?

« How can internet infrastructure be improved, such as

' COMPUTER
' ON WHEELS

! Mabiles Computer Labs go srvamd the sty
» providing compadter ditevacy fochildven and
) deckealigy verse adults ar their dsorsteps
¥ idrougd o speclally desipmed 15 dry course

Recognising the learning gaps, MPs across six
Indian states contributed 450 ICT-enabled
devices (K-Yans) under MPLADS to government
schools, including computers, projectors, and
internet access.#

30 %500

Bidar South constituency villages to get free

In 2016, an MLA of Bidar in Karnataka
launched an ambitious project
through the MLALADs fund to provide
free Wi-Fi connectivity in all villages of
his constituency, aiming to make it a
digital constituency.”

expanding broadband access, while also offering digital

upskilling programs in the community?
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) SAANSAD ADARSH
"y GRAM YOJANA (SAGY)

Purpose

SAGY allows MPs to adopt and develop Gram MPs can empower rural communities,
Panchayats to create model villages focused create safer digital environments, and
on infrastructure and social development, such bridge the digital divide, serving as a
as education and health. MPs can use SAGY to model for integrating online safety
integrate cyber safety initiatives, promoting into rural development efforts.

digital literacy and safe online practices as part
of rural development plans.
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Y S o C

AN

—_—

(B (B (B B

(B 3 3B E

- oL@8 8 3 - ~

A ERE X A

's - ~

Karulai Adarsh Panchayath: Hi-Tech School for Online Classes

Model panchayat guideline for Karulai

MP adopts village under Centre's SAGY scheme

Updated - September 12, 2016 07:49 pm IST - MALAPPURAM:

Karulai Gram Panchayat in Malappuram District was selected by MP P.V. Abdul Wahab under the Saansad
Adarsh Gram Yojana. To assist its tribal population, Pradhan Mantri Jan Dhan Yojna enrollment camps ensured
social security coverage, while the National Digital Literacy Mission improved digital skills with support from NSS
volunteers.+

Key efforts included financial literacy, skill training, cancer detection camps, and the “Samatha” literacy
movement. During the COVID-19 pandemic, MPLAD funds of Rs. 7.13 lakhs were used to build four smart
classrooms at Nedumkayam, benefiting 108 families in the Schedule Tribe colony.
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COLLABORATION AND COORDINATION
AMONG PARLIAMENTARIANS

Purpose

Collaboration among Parliamentarians is crucial to tackling the complex challenges of cyber
safety. By working together across party lines, MPs can share insights, align priorities, and form
unified responses to emerging digital threats.

This cooperative approach leads to more effective policy formulation, strengthened cybersecurity
measures, and a collective effort that amplifies the impact of legislative actions to safeguard
citizens in the digital space.

<l | T pubpol_jima and gauravgogoiase
i 14 Ahmedabad

PUBLIC POLICY MANAGEMENT: W o weicome
LESSONS FROM A Gourow Gogifor 8tk on Publc
PARLIAMENTARIAN sl e e

Parliamentarian' on 7th December
= Shri Gaurav Gogoi - a three-time

ME. GAURAV GOGOI . i f Park: i
- e o araert Member of Parliament and Member

represens the Jorhat consttuency of the Standing Committee on

in the 181h Lok Sabha. He is also the

Rl orig dibdas Finance, engaged with The Public
o G Ol Policy Club at IIM Ahmedabad to
Sabho, one YOUNGEst pErsons . pe .

ever to occupy the post. He serves share practical political experience

S Buspese rausen commitee——— gnd public policy expertise:s
Parliamentary Standing Committes
o Financs

Qv H

421 likes
19 hours ago

@ Add @ comment...

Ms. Bansuri Swaraj attended the 5th edition of
the NDTV Yuva Conclave, where she shared her
views on women empowerment and Yuva
bansuriswarajofficial Attended the 5th edition of the NDTV Yuva Shakti with the attendees. +

Conclave organized by @ndtv, where | shared my views on women

empowerment and Yuva Shakti with Mrs. @shakilmarya and the

attendees.

Amidst the positive changes happening, emphasised on how the

empowerment of youth and women is guiding us towards a more
‘ prosperous and inclusive society. i
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Safe Online, Strong Offline - Let's

HOW TO

Organise Cyber Safety
Forums

Host bi-monthly or semi-
annual forums with lawmakers,
experts, and civil society to
address emerging threats and
propose solutions.
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Facilitate Knowledge
Sharing

Create an online repository
of successful initiatives and
organise  workshops  to
share best practices across
constituencies.

work Together

L)

ENGAGE

Coordinate Legislative
Actions

Collaborate across party lines
to draft and advocate for
comprehensive cyber safety
laws, focusing on shared
priorities like child safety, data
protection, and digital literacy.



e
LY

Collaborating with the
Private Sector

Purpose

MPs can partner with companies, especially Through strategic partnerships, MPs can
those managing critical infrastructure, to enhance local cybersecurity efforts, ensure
promote community-based efforts and the digital infrastructure needed for safe
enhance digital infrastructure in their online environments, and drive sustainable
constituencies. Engaging through CSR solutions for their constituencies.

initiatives can help develop relevant programs.

As a part of Minister P Rajeeve’s ‘Oppam’ initiative, the project will have a budget
allocation of Rs T crore from the CSR funds and will begin mext month.

Kalamassery

The ‘Grandhashalakalk Oppam Kalamassery’ project, led by Minister Shri P. Rajeev of the Kerala
Assembly, exemplified collaboration with the private sector. Part of the ‘Oppam’ initiative, it
renovated and digitised 25 libraries across Paravoor and Kanayannur taluks with a budget of Rs 1
crore, funded through CSR contributions from tech companies.”
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Thank you!

Thank you for taking the time to read this handbook. If you have any
questions or would like to discuss our findings further, please don't
hesitate to reach out to us.
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