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ABOUT THE POLICY BRIEF

For the past five years, Indian policymakers have been on a path to create a comprehensive
data protection law, which will regulate personal data collection, handling, sharing, and
processing. Today, these activities are ubiquitous and are engaged in by both public
and private sector organisations. They underpin citizens’ interactions with data-driven
technologies that are commonplace in daily life. It is easy to see, therefore, how such a law,
once passed, will significantly reshape both the technology and regulatory landscape in India.
There have been three significant efforts to formulate a bill so far, with the most recent one
being the (Draft) Data Protection Bill of 2021 (DPB 2021) proposed by the Joint Parliamentary
Committee.? For stakeholders like data fiduciaries, data processors, data principals and
other policy actors, DPB 2021 currently serves as the base for deliberating upon what the
final version should look like. There is merit, therefore, in examining its different components,
identifying potential bottlenecks, and exploring ways to ease them. To this end, The Dialogue
and NASSCOM have come together to author a series of policy briefs analysing specific
aspects of the DPB 2021. This policy brief is the first in that series. It focuses on the provisions
of inter-sectoral requlation and coordination in the DPB 2021.
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INTRODUCTION

A central component of the DPB 2021 will be establishing the Data Protection Authority of India (DPAI)
to enforce the new data protection regime.® Given that the effective protection of personal data is
necessary for realising the fundamental right to privacy, the DPAI will, in effect, have to act as a new
‘fourth branch institution’ in India.*

This will be a challenging role for the DPAI as it will have to design and enforce standards aimed
at realising a fundamental right across a wide range of contexts and sectors — essentially wherever
the activities of collecting, using, handling, storing or disclosing personal data take place. These are
ubiquitous and high-frequency activities engaged in by both private and public sector entities at an
economy-wide and State-wide level, constituting a vast regulated space. When we juxtapose the
legacy of low state capacity in India against this role envisaged for the DPAI, it becomes clear that
setting up the DPAI will be one of the most significant exercises of establishing a new regulatory
system undertaken in India so far.®

A major aspect of this exercise will be contending with inter-regulatory harmonisation and coordination
problems.® In this policy brief, we identify four specific challenges of inter-regulatory harmonisation and
cooperation and discuss why they will arise, how they are presently being dealt with under the DPB
2021, and what gaps in the current approach are likely to arise and will need to be addressed going
forward. The four challenges in focus are:

Harmonising Existing and Proposed Allied Laws
Cooperating on Jurisdictional Overlaps and Enforcement Actions
Ensuring a Uniform and Holistic Appreciation of New Technologies

A woN e

Integrating Grievance Redressal Mechanisms

CHALLENGE 1: HARMONISING EXISTING AND
PROPOSED ALLIED LAWS

The DPB 2021 is not India’s first effort to regulate personal data. There are various laws and
regulations that directly or indirectly apply to the handling of personal data in India. The Committee
of Experts on Data Protection Framework for India under the chairmanship of Justice B.N. Srikrishna
(Srikrishna Committee) had, in their report, identified fifty allied laws meriting assessment for
complimentary amendments.’

Several parallel policymaking exercises that have sought to formulate new frameworks with elements
concerning the processing and protection of personal data have been undertaken since the publication
of that report. If concluded before the passage of the DPB 2021, they would also add to the above list.
This would include, for example, a draft bill on DNA technology,® draft policies on health data retention
and management,® draft policies on open government data,” or consent management for collecting
personal data."

Given that it will be a special law on personal data protection, the DPB 2021 will prevail in case of
any inconsistencies between itself and any of these existing (or proposed) laws. This is easy to say in
theory. In practice, however, this could become a complex issue:
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=  Qut of the list of fifty laws, the report of the Srikrishna Committee only analysed the
amendments that would be needed to the Aadhaar Act of 2016 and the Right to Information
Act of 2005.2? Both the Aadhaar Act and the DPB 2021 have been modified since that report
was published, so the analysis therein would need to be revisited.

= To amend the other allied laws, line ministries would first have to arrive at a common
understanding of the DPB 2021 and weed out the overlapping and conflicting scopes and
bring them to congruence with a single framework of data protection while enforced in a
coordinated way. Different ministries could follow their timelines to complete these processes,
creating a scenario where, in different sectors, existing laws could coexist with the more
advanced requirements under the DPB 2021; regulated entities may find it challenging to
meet both simultaneously. Addressing this would demand a coordinated inter-ministerial
effort.

= The DPB 2021 will bring in several relatively novel concepts on which there would be limited
prior jurisprudence. Line ministries could unintentionally vary on the interpretations of details
or granularissues, such as definitions or different processing principles. This could undermine
a primary purpose of introducing a comprehensive data protection law — harmonisation at a
national level. At the very least, minimising these concerns would require concerted advocacy
and awareness effort within various arms of the State.

The process of addressing these harmonisation problems would require the involvement of several
public institutions across the Central Government. Currently, the only policy option to address these
harmonisation problems is the one set out by the Srikrishna Committee — that line ministries will conduct
consultative exercises within their respective domains. However, significant duplication of efforts may
occur without planning, coordination, and sharing of expertise and resources between the different
line ministries and regulators. Regulatory uncertainty on how data is being regulated across domains
may also arise.®

There is value in exploring a more structured approach to harmonisation of these various allied laws.
As the Srikrishna Committee noted, while no other law may operate in derogating the DPB 2021,
other laws that impose a higher standard for protecting personal data may coexist with the DPB 2021.
A structured process of harmonisation could also reveal opportunities for synergy and integration,
especially a shared approach towards establishing a risk-based framework, where regulators could
work together to assess when higher standards are practically required and what specific additional
obligations are required to mitigate specific risks.

For example, sectoral or domain-specific regulators could work with the DPAI to create regulations
that cross-reference each other, allowing them to contend with issues falling within their regimes and
under the data protection regime simultaneously in a manner that would avoid duplication of legal
obligations and provide entities with certainty on the different regulatory regimes intersecting with each
other.™ This could be useful in areas such as cybersecurity, where the DPAI could work with sectoral
or cybersecurity regulators to create interlocking regulations on data breach reporting. This process
could involve updating existing regulations in specific domains and introducing new regulations under
the DPB 2021 that would cross-reference each other, making it easier for regulated entities under dual
regimes to comply with both and for regulators to enforce them.

How can a structured approach to harmonisation be adopted? To address this, we may look toward the
strategies proposed by the Financial Sector Legislative Reforms Commission (FSLRC), which was
tasked with consolidating and harmonising a fragmented regulatory architecture in the financial
sector.™ One strategy of relevance to the problem at hand was the setting up of an ‘interim
coordination council’ consisting of existing regulators and line ministries to ensure that the transition
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to a single unified financial law could take place smoothly. A similar structure could be explored to
ensure alignment between the DPB 2021 and the various existing and proposed laws. In Figure 1,
we outline a rough blueprint of a process that such a coordination council could follow.™

@ The interim coordination council @ Completion of streamlining pro-
should notify the action points cess for both short-term action
and date for process completion. point and long-term action point.

© Every regulator (board) and poli- ©® Submission of report by the inter-

@ Government should form an inter- cymaker should form a committee im coordination council to aid in
im coordination council for initiat- and should analyse the possible the process of setting up DPAI.
ing the streamlining process. over-laps with DPAI's mandate.

Date of Date of
Enactment of 1 Gazette Notified Date \/
Data Protection e . by Committee
Notification

bill

Figure 1: Blueprint for Streamlining Process

The conversation so far has been limited to frameworks at the Central Government. However, State
governments and municipal bodies will also have relevant frameworks in place that may have to be
amended. For example, some State Governments have policies or laws on protecting personal data,
such as under open data policies” or whilst delivering electronic services.”® Municipal governments
also process personal data whilst discharging various functions, such as when assessing properties for
taxation, collecting payments for taxes, or handling grievances or service requests.”

Suppose we are to consider these as well. In that case, the list of ‘allied laws’ that would be impacted
by the DPB 2021 could expand significantly, adding a horizontal dimension to the harmonisation
problem. If a structured approach to harmonisation is followed at the Central Government level, this
could offer learnings into resolving similar concerns across different levels of government. For this
present discussion, we leave the concern of alignment between the DPB 2021 and regulation at the
State Government and local government levels out of scope; this issue merits separate examination.

CHALLENGE 2: COOPERATING ON JURISDICTIONAL
OVERLAPS AND ENFORCEMENT ACTIONS

Considering that it has been designed as a cross-sectoral regulator, the DPAI will also have to cooperate
with several different public institutions regulating different sectors or operating at different levels of
government. However, challenges with regulatory cooperation in India have been discussed extensively
across multiple domains.?° One recurring theme has been the need to minimise jurisdictional overlaps
between regulators. As has been seen in the past, in some cases, these have often had to be resolved
in court or by the Parliament on a case-by-case basis.?' Examples include conflicts between the
Competition Commission of India (CCI) and regulators in the telecommunications and energy sector
or between the Securities and Exchange Board of India and the Insurance Regulatory Development
Authority of India.??

A unique jurisdictional overlap that we can anticipate in the context of personal data protection is its
intersection with competition and consumer protection law. We already see scope for overlap between
the DPB 2021 and the Consumer Protection Act of 2019.22 The former includes a general principle that
the processing of personal data will be carried out fairly and reasonably, while the latter mentions the
unauthorised disclosure of personal data as a type of unfair trade practice explicitly. Similarly, as
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regards to the intersection between competition and data protection law, the CCIl had, in a report
published on the telecom sector in January 2021,>* analysed the synergy between competition and
privacy in a non-price competition market and noted that abuse of dominance could be in the form of
lower privacy protection for consumers, leading to sub-optimal privacy standards.?®

The DPB 2021 does contain a set of frameworks to contend with these challenges:

= A system of inter-regulatory references: The DPB 2021 requires the DPAI to consult with any
relevant regulator before taking any action. This appears to draw from the Competition Act of
2002, which enables the CCl and other statutory authorities to make references to each other
voluntarily.?® The DPB 2021 goes one step further by mandating that the DPAI consult other
statutory regulators before taking any ‘action’.

m A system of memorandums of understanding (MOUs): The DPB 2021 also states that the DPAI
may execute MOUs with other authorities or regulators in areas of concurrent jurisdiction.?
This concept, which the FSLRC also suggested in the context of coordination between financial
sector regulators and the CCl, is a frequently used tool in other countries. For example, the
Information Commissioner’s Office (ICO) in the United Kingdom has executed different MOUs
with both domestic regulators (like those for financial or media markets) and with its foreign
counterparts (such as those in the United States, Canada, and Australia).?

m A system for sectoral regulation of ‘significant data fiduciaries’: The DPB 2021 also states
that subject to the provisions contained in Clause 56, the significant data fiduciary shall be
regulated by such regulations as may be made by the respective sectoral regulators. This
appears to create scope for the DPAI and sectoral regulators to, on a case-to-case basis,
use MOUs to designate lead authorities in specific sector to supervise the personal data
processing activities of more significant entities.

These frameworks, while useful, are not free from concerns:

=  On inter-regulatory references, the relevant provision, Clause 56(1), does not define the
term ‘action’, making it difficult to determine when the DPAI will and will not have to consult
other regulators. There is also no process for regulators to identify whether or when their
jurisdictions overlap in scope or what their jurisdictional boundaries are. Notably, while the
DPAI must consult other regulators before taking any action on matters which may also
fall within the jurisdictions of the latter set, there is no corresponding obligation on other
regulators to consult the DPAI before taking any action concerning personal data protection.
The ultimate burden of ensuring harmonisation thus lands on the DPAI without other sectoral
regulators having to commit to harmonisation mutually.

= On MOUs, the DPB 2021 does not specify what such MOUs will actually contain, or how they
may operate, since the current operative phrase — that MOUs shall govern the ‘coordination
of such actions including economic activities’ — is extensive. A second unintended gap is that
Clause 56 only considers regulators or authorities constituted under a Union or State law.
This appears to preclude the DPAI from entering into MOUs with regulators or authorities not
constituted by statute but otherwise potentially seeking to regulate on matters of personal data
protection, such as the National Health Authority, which has been created via notification.?®

m On sectoral regulation, as there is no definition of a ‘sectoral regulator’, it is not clear how
this is to be read with Clause 56, which only provides for MOUs with 'statutory' authorities.
Further, a system of differentiated regulation within a sector - where the sectoral regulator
oversees significant entities while the DPAI focuses on the remaining entities — could create
scope for privacy standards to deviate if the regulators are not continuously coordinating.
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Across sectors and regulatory domains, these gaps and uncertainties could translate to different
regulators following different approaches to understanding privacy risks and concepts of personal
data protection, thus creating a fragmented data protection framework.

Though there is undoubtedly often a need for personal data protection to be contextually applied, and
for additional safeguards to often be introduced in specific sectors or domains, the DPB 2021 should
create frameworks for regulatory coordination and cooperation that can ensure that regulators see the
DPB 2021 as an overall standardised and risk-based approach can be followed market-wide. How then
can the current frameworks for regulatory coordination be strengthened?

One policy option that has been suggested is to spell out the elements that MOUs under Clause 56 can
contain.?® A review of relevant examples from the United Kingdom suggests that such MOUs usually
include the following types of elements that may be considered:

= |nformation sharing between regulators;
m Cooperation in framing regulations and codes of practice;

m Mechanisms for ensuring inter-regulatory discussions to minimise conflicting supervisory
directions and regulations;

= Mechanisms for disclosing and reporting breaches of personal data;
m Processes for inter-regulatory references for sectoral regulations;

m Coordination in conducting awareness-related activities.™

A second option, one that has not been contemplated under the DPB 2021, but found in other regulatory
systems in India, is that of interlocking directorates. Here, representatives from one regulator (including
from a ministry or department) sit on the board of other regulators who have connected mandates,
thereby serving as a coordination and cooperation mechanism. For example, the governing board of
the Insolvency and Bankruptcy Board of India has representatives from the Reserve Bank of India and
the Ministries of Corporate Affairs, Finance, and Law & Justice.®?

The limitation with this approach in the context of the DPAl is that the set of different regulators it would
have to coordinate with is very wide, making it difficult to rely exclusively on interlocking directorates.
However, the underlying idea,*® enabling representatives of different regulators to collaborate with
each other closely can still be explored.

Different examples of coordination committees have been set up in India today to achieve this purpose.
A prominent example is the Financial Stability and Development Council (FSDC), which consists of the
Governor of the RBI and representatives from various regulators in the financial sector,* whose primary
mandate is to enhance inter-regulatory coordination. Another example is the Forum of Indian Regulators,
which has been set up by various regulators in the electricity sector and now has representatives from
the Telecom Regulatory Authority of India and the CCl involved as well. This body, although registered
as a society and with no legal mandate, serves to help participating regulators share best practices and
work on common strategies to adapt to new regulatory challenges. There are also several case studies
from other jurisdictions to learn from:
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= Europe: A prominent and relevant example is the European Data Protection Board (EDPB),
which was formed for harmonisation.2® This independent body, comprising of representatives
from national data protection regulators and the European Data Protection Supervisor,
regularly works on clarifying and promoting a common understanding of European data
protection laws, as well as regularly issuing opinions and advisories on complex matters such
as adequacy decisions.*®

= United Kingdom: Four regulators — the Competition & Markets Authority, the Information
Commissioner’s Office (ICO), the Financial Conduct Authority, and the Office of Communications
— have also come together and established a Digital Regulation Cooperation Forum (DRCF)
to support regulatory coordination and cooperation on online services and digital markets.*’
Every year, they publish detailed work plans and annual reports spelling out how they aim to
achieve three goals: regulatory coherence, collaboration, and capacity-building.3®

m Australia: Four regulators — the Australian Competition & Consumer Commission, the
Communications and Media Authority, the Information Commissioner, and the eSafety
Commissioner, have formed a similar Digital Platform Regulators Forum to drive collaboration
on, amongst other matters, consumer protection, online safety, privacy and personal data
protection, and their intersection.® This forms a collective of diverse regulatory perspectives.
This also enables a one-stop-shop for government policymakers to engage with regulators on
issues pertaining to digital platforms, ensuring consistency in digital regulation.

= Brazil: The National Authority for Data Protection has established a national council comprising
experts and representatives of multiple stakeholders, including civil society, academia, and
public sector bodies, to provide technical and operational guidance on the application of the
Brazilian data protection law.*°

The above examples suggest that there is merit in exploring the establishment of a formal body, such as
a data protection board,* that would focus on building a harmonised understanding of data protection
laws and encouraging regulatory coordination. Such a body could serve roles similar to those performed
by the various coordination bodies that have been set up in the jurisdictions discussed above, such as
the DRCF in the UK or the DPRF in Australia, as well as by the expert council system in Brazil.

CHALLENGE 3: ENSURING A UNIFORM AND HOLISTIC
APPRECIATION OF NEW TECHNOLOGIES

In recent years, multiple authorities in India have sought to leverage ‘regulatory sandboxes’ as a
valuable tool to determine how to calibrate regulatory systems vis-a-vis technological developments
within their domains. We have seen sandboxing frameworks endorsed in India across domains and
levels of government. So, for example:
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m  The International Financial Services Centres Authority (IFSCA) has recently, in 2022, constituted
the IFSCA FinTech Regulatory Sandbox for testing FinTech innovations.*?

= The Reserve Bank of India (RBI) has, since 2019, run a regulatory sandbox regime to allow
businesses seeking to introduce new innovations in financial services.*®

= The Insurance and Regulatory Development Authority of India (IRDAI) runs a regulatory
sandbox to encourage innovations that can deepen insurance penetration in India.**

= The Securities and Exchange Board of India (SEBI) also runs a regulatory sandbox to promote
innovations in the securities market.*®

= The Karnataka Government has established a new Karnataka Innovation Authority that shall
run a sandbox mechanism for start-ups and businesses to test innovations.*®

We note that the DPB 2021 also envisages the DPAI operating a sandbox mechanism, which shall
encourage innovation in artificial intelligence, machine learning or any other emerging technology in
public interest.*” This currently poses some challenges:

= The risks and regulatory difficulties with such ‘emerging technologies’ can only be fully
appreciated in the specific context in which they are employed. For example, the risks posed
by a machine learning algorithm for a credit scoring system are very different from those
posed by one for traffic prediction. Thus, the DPAI may have to source sectoral or context-
specific expertise to run a sandbox effectively.

=  On the flip side, while the DPAI seeks to evaluate specific innovations viewed through the
lens of privacy and data protection, other regulators may also be exploring those innovations
through their sectoral or domain-specific lens. This may not be the most efficient approach,
due to the risk of duplication of efforts, and would make it more challenging to holistically
examine the risks posed by innovation.

= The operation of distributed and parallel sandboxing mechanisms by different regulators
would also create complexities for businesses seeking to explore new technologies. They
may have to approach different regulators to seek exemptions under distinct regimes for the
same new technologies. This could cause roadblocks to start-ups regarding additional cost
and hindrance to service/product development. The lack of uniformity in the framework and
format of the sandbox mechanism adds to the compliance cost. Also, fragmented approvals of
a cross-sectoral innovation could slow down market adoption.

We see value in examining whether the DPAI can collaborate with different regulators and authorities
to run integrated sandboxes that can allow innovations to be evaluated collaboratively. A similar
approach has already been suggested in the context of the financial sector to support fintech
innovations.*® To establish an integrated sandbox with a data protection dimension, the DPAI could
enter into specific MOUs with other regulators and adopt a principle-based framework that would
guide the operation of the sandbox.*®

In practice, this could involve innovations being proposed by entities classified as data fiduciaries under
the DPB 2021 being tested against a horizontal set of principles (consolidated from DPB 2021) and by
an additional framework developed by the DPAI in coordination with other sectoral regulators. Some
indicative critical principles regarding technology and data protection to be part of the framework are
illustrated below. The principles discussed in the illustration are the key universal and internationally
recognised data protection and design principles embedded in various data protection regulations
across jurisdictions,*® including India.®'
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\¢ O)

Data Minimisation Privacy by Design Accountability Transparency
& Purpose Limitation
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was collected and cy-friendly. and framers. simple and available.
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stored post the com-
pletion of the purpose.
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Figure 2: Principles to be a Part of the Sandbox

CHALLENGE 4: INTEGRATION OF GRIEVANCE
REDRESSAL MECHANISMS

The DPB 2021 places significant emphasis on grievance redressal and affords the data principal two
key rights in this regard. First, is the right to seek redressal against a data fiduciary in cases involving
the non-enforcement of the data principals’ rights (under Clause 21). Second, is the right to seek
compensation by applying to the DPAI (under Clause 65), who then funnels those applications to an
Adjudicating Officer (AQO) appointed by the DPAIL5? Finally, under Clause 64 (7), the DPB 2021
provides that any person aggrieved by an order made by the Adjudicating Officer can approach/
appeal to Appellate Tribunal.

These are valuable frameworks. However, there is scope for improvement. Under the DPB 2021, the
DPAI is expected to set up AOs to handle penalties or award compensations. We also see that the
DPAI will be tasked with other adjudicatory functions — such as hearing complaints from data principals
regarding their data subject rights. Within the DPAI structure, this can be streamlined by pooling
all adjudicatory functions into the AO system so that AOs act as single points of execution of such
functions. This would better secure operational segregation between redress and regulatory functions.
It may also lead to better outcomes for consumers, since those with judicial expertise best discharge
adjudicatory functions.

We also note that the grievance redressal mechanisms under the DPB 2021 will, once established,
co-exist with several other such mechanisms found under other current laws and regulations. For
example, intermediaries under the IT Act must appoint a grievance officer and provide a mechanism
for users to file complaints;®>® account aggregators® or e-commerce entities®® must appoint a grievance
redressal officer and put in place a policy for disposal of customer complaints. The co-existence of
these frameworks suggests a strong emphasis on consumer grievance redressal, especially in the
context of digital technologies. This is welcomed in principle. However, a fragmented approach can
create challenges, including:
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Consumers may find it difficult to determine when to approach one channel over the other.
There could also be differences in approach and processes, potentially creating stress for
consumers as they navigate multiple mechanisms.

Entities and regulators operating multiple redressal mechanisms in silos may not be the most
efficient approach to resourcing. This can also diminish agility on resolution.®

Without mechanisms for knowledge and experience sharing across systems, different
redressal systems could end up working in silos without learning from each other. For
example, those handling e-commerce complaints could benefit those handling data
principals’ grievances.

It is useful here to note the observations of the Task Force on Financial Redress Agency (TFFRA). Their
report provides a step-by-step implementation plan to operationalise a redress forum for retail financial
consumers.%” Here, for now, we note that there is value in exploring a more calibrated approach to
grievance redressal.%®

The DPAI could leverage MOUs with other regulators to set up a more integrated grievance redressal
mechanism, where the different regulations align in terms of the approach and design. Drawing from
the literature on a ‘responsive regulation’ approach and the recommendations of the TFFRA,%® we note
below some design features that may be considered:

= Access: To enable a customer-friendly and accessible approach, grievance redressal

mechanisms should incorporate technology-intensive processes and minimise the need for
physical hearings. E.g., consumers could be facilitated access to interactive voice response
systems available in multiple languages and modes of communication to navigate the
grievance redressal mechanism and also to make complaints.

Harmonisation at the entity level: The various obligations imposed on entities to implement
grievance redressal systems should be harmonised in terms of point of contact and receipt and
redressal timelines. Entities should also be required to provide easily accessible information
on how consumers may raise grievances.%®

Online dispute resolution: The DPAI could, in conjunction with other regulators,
operationalise an online dispute resolution (ODR) platform to reduce the overall burden on
the redressal system. In any ODR processing, a mediator would be assigned to the dispute,
setting up a mediation stage. So, for example, under the DPB 2021, a data principal could
reach out to the ODR platform if their complaint was not redressed at the data fiduciary-
level. Singapore follows a similar approach under its Personal Data Protection Act of 2012,
where under Section 48G, the Singapore Data Protection Commission can refer any
complaint by an individual to mediation for resolution if they deem that appropriate. If the
dispute would not be resolved even at this platform, then it could be escalated by the ODR
platform to the AO. A key mechanism for the platform’s success would be its ability to
distinguish between low-value simple complaints and relatively complex ones. Creating this
mechanism would require a strong feedback loop, trained staff and good use of technology.
Such a mechanism could help fast track resolution of most of the complaints. An integrated
ODR platform could be operationalised across different regulators, where the ODR platform
would be responsible for escalating the complaint to the relevant next stage®’

Coordination at the regulator-level: Currently, to handle appeals from disputes regarding
grievances raised at the entity level, different regulators set up their own systems.®? Under the
DPB 2021, for example, this would be the job of the AO appointed by the DPAI. Through the
MOUs, the DPAI and other regulators could set up processes for these different systems to
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speak to each other. So, for example, an AO hearing a dispute involving matters under other
laws could coordinate horizontally with the relevant judicial authority responsible for similar
functions under those laws (such as a consumer court in the context of e-commerce or an
ombudsperson in the context of financial regulation). This could allow for better resolution of
disputes that involve complex matters stretching across regulatory frameworks.

We offer a diagrammatic representation® of the above suggestions in Figure 3 below.

N

Appellate Tribunal

Adjudicating Officer

KNP

@@ Online Dispute Resolution

Interactive Voice Response E ﬁ I

Entity Grievance Redressal System

h 4

Figure 3: A calibrated Grievance Management System

CONCLUSION

As we are on the cusp of enacting India’s Data Protection regime, next in the pipeline is to establish the
Data Protection Authority of India.

Since technology cuts across multiple sectors, privacy and data protection are both vertical (across
sectors) and horizontal (across the size of the business) in nature. This will be a challenging role for the
DPAI as it will have to design and enforce standards aimed at realising a fundamental right across a
wide range of contexts and sectors — essentially wherever the activities of collecting, using, handling,
storing or disclosing personal data take place. A major aspect of this exercise will be contending with
inter-regulatory harmonisation and coordination problems.
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In this policy brief, we identified four specific challenges of inter-regulatory harmonisation and
cooperation and discuss why they will arise, how they are presently being dealt with under the DPB
2021, and what gaps in the current approach are likely to arise and will need to be addressed going
forward. The four challenges focused are (a) harmonising existing and proposed allied laws (b)
cooperating on jurisdictional overlaps and enforcement actions (c) ensuring a uniform and holistic
appreciation of new technologies (d) integrating grievance redressal mechanisms.

Therefore, as the envisioned DPAI is likely to have a crucial role in this digital age, we believe it is
essential to address the aforementioned inter-regulatory harmonisation and coordination problems, as
well as find solutions for the bottlenecks discussed.
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